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A FBEHTED RGO G ENAE S Czip) Bk, HPAE & LAmHESS

#=0Un: for Apache. for IIS. for Ngnix. for Tomcat. for Other Server; Tomcat v Ik 55
#y B AR5 for Tomcat B IKS EFSCARRPA] .

@ for Apache.zip inRAR ZIP £,
& for I1S.zip inRAR ZIP 4.
8 for Nginx.zip /inRAR ZIP 2.
B for Other Server.zip VinRAR ZIP [£45..
@ for Tomcat.zipg— FREH VinRAR ZIP 5.,

1.2 &% SSLiEBIftE

15U Tomcat B/ Chttp://tomcat.apache.org/) 4T i ARG R G0 3R N 2
FA, AT Windows R4t hHl. FTLL T Windows A apache-tomcat-7.0.29 fitAs.

% Tomcat i [E R H i — /N5 T 5, #E\ apache-tomcat-7.0.29 #R H 5% F 483 bin S¢
AT S windows:“startup.bat” Clinux:’startup.sh”) , iz47 RS BB & 1 Fos B 6 4 3R
FFE . (H17°jdk1.6 AXHFFERIMEF%, X %% Tomcat7.0+IJDK1.7.0_45).
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"f.:. E : S8tarting service Catalina

2A14-6-3 14:56:53 org.apache.catalina.core.StandardEngine startInternal

TI:I & Starting Servlet Engine: Apache Tomcat~s7.8_29

2014-6-3 14:56:53 org.apache.catalina.startup.HostConfig deployDirectory

f.:.,._,: Deploying web application directory D= \Tumcat_;*’ I__E;\apache tomcat—7.8_2
?~apache—tomcat—-7.68.29 wehapps~docs

2014-6—3 14:56:53 org.apache.catalina.startup. Hn.,tCunflg deployDirectory

Tl:ln_,: Deploying web application directory D:“Tomcat o I__E;\apache tomcat—-7.8_.2
?~apache—tomcat—-7.8.29wehapps~examnples

2014-6-23 14:56:54 org.apache.catalina.startup. Hn-—“tCunflg deployDirectory

T_LE Deploying web application directory D:-“Tomcat s _T_E—\apache —tomcat—-7.8.2
?~apache—tomcat—7.8.29~webapps“host—manager

2014-6-3 14:56:54 org.apache. catallna.utartup.HuutCnnflg deployDirectory

f;:. &= Deploying weh application directory D:xITomcat _T_E—\apache —tomcat—-7.8.2
?~apache—tomcat—7.8.29webapps “nanager

2014-6-3 14:56:54 org.apache.catalina.startup.HostConfig deployDirectory

%‘E: Deploying webh application directory D:xTomcat J--*J—::[__E;\.Eq:uau::hu*:—tt:umt:at—'?'.E.2
?~apache—tomcat—7.68.2%>wehapps ~R0O0T

2014-6-3 14:56:54 org.apache.coyote.fbstractProtocol start

f.:. =.° Starting ProtocolHandler ["http—apr—8@EA"]

2014-6-3 14:56:54 org.apache.coyote.fAbstractProtocol start

-'%_E.,: Starting ProtocolHandler [Yajp—apr—88H7"]

2014-6-3 14:56:54 org.apache.catalina.startup.Catalina start

= Server startup in 363 ms
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vkpache Temeat/7.0.29 %
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.29 Wpache Software Foundation
» http://www.apache.org/

™
Server Status

% Security Considerations HOW-TO
Manager App
/‘K Manager Application HOW-TO

Clustering/Session Replication HOW-TO Hosilionzosy

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomecat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapn is Tomcat 7.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in

Tomcat 7.0 Configuration The fallowing mailing lists are available:
$CATALTHA_HOME/ conf/tomcat-uzers. znl

Tomcat Wiki announce@tomcat.apache.org
In Tomeat 7.0 access to the manager - I ments, releases, security
application is split between different users. Find additional important configuration wulnerability ations. (Low volume).

Read more information in P —————
SCATALTHA_HOME, RVHNING. txct, User support and discussion
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1.3 Z8E SSL iEH

1.3.1 Tomcat 8.5 Z Rk 2~

HH Tomceat 2% H % conf N “Server.xml” , F AR T IF, LI NERALE 0
K 12:

| 7 server.zml X|
OIIII|III1IDIIII|III2IDIIII|III3IDIIII|III4IDIIIT|IIIEIDIIII|IIIE‘IDIIII|III?IDIIII|IIIBIDIIII
73 <!—— 4L "Connector™ using the shared thread pool-->
74 L h-=
75 wConnector exdecutor="tomcatThreadPool™
7E port="8080" protocol="HTTF/1.1"
77 connectionTimeout="20000"
78 redirectPort="5443" /=
=l -
a0 <!-—— Define & 3L HTTP/1.1 Conhector on port 5443
21 This connector uses the J33E configuration, when using AFPR, the
a2 connector should be using the OpenS3L style configuration
a3 descrikbed in the APERE documentation —->
=L ==
SE <Connector port="8443" protocol="HTTF/1.1" 3I%LEnabled="trus"
25 waxThreads="150" scheme="https" secure="trus"
a7 clientduth="false" sslFrotocol="TL3"™ /=
a8 ——
Kl 12

BIATE L N <Connector port= “8443”..... > RN, AT LA “<t-- -->7 L5, SRJE X
AT AT B, b

BC E Bl an k-
<Connector port="443" protocol="org.apache.coyote.http11.Httpl1lProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="keystore/domain.jks" keystorePass="1ilF 1% fi"
clientAuth="false" sslProtocol="TLS"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256,
TLS_RSA_WITH_AES_128 CBC_SHA,
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA,

TLS_RSA_WITH_AES 128 CBC_SHA256,
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TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256,

SSL_RSA WITH_3DES_EDE_CBC_SHA,
TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA" />
%VE: port: ¥l5,
keystoreFile: iFF#1&(4n: conflname.jks); keystorePass: IF-P#HG,

i Ja RAFZBC BT, )5 # 5 Tomeat Ja BRI R . W11 13:

|/ [ dpache Toncatsmo.2e x \ |

[ C' | @ https:// de——|————

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/7.0.29 N

e | iTHRE

kommended Reading:
burity Considerations HOW-TO
hager Application HOW-TO

EHER

X MEERERDT:
+ (RETRITEARS 5

Istering/Session Replication HOW-TO

* HRFRER » WSS EEHE Rk,

MES:  csb— Realms & AAA Examples
JDBC DataSources
fREE:  WoSign Class 1 IV Server Ch

HAGEEHAMN zo14-5-30 3 2015-5-30 i
Documentation

Bnager webapp is Tomcat 7.0 Documentation
I M
) Tomcat 7.0 Configuration
o Tomeat Wiki
23 anager . - . L
Kl 13

1.3.2 Tomcat 8.5 B Z [FiA

HF Tomceat 223 H 3 conf I “Server.xml” , FSCARZGESFTIF, I FERAE
K 14:
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<=
<Connector port="8443" protocol="org.apache.coyote. httpll . .HttpllNioProtocol™
maxThreads="150" S55LEnabled="true">
<55LHostConfig>
<Certificate certificateBeystoreFile="conf/localhost-rsa.jks"

</55LHostConfig>
</Connector>
-

K 14

BIAE L~ <Connector port= “8443”..... > RN, AT LA “<t-- -->7 K5, FFiAT
FHM B, .

BC E Bl an k.
<Connector port="443" protocol="org.apache.coyote.http1l.Httpl1NioProtocol"
maxThreads="150" SSLEnabled="true">
<SSLHostConfig>
<Certificate certificateKeystoreFile="F:\Tomcat 9.0\conf\name.jks"
certificateKeyAlias="alias"
certificateKeystorePassword="4{IF 13 %"
type="RSA" />
</SSLHostConfig>
</Connector>
%VE: port: IS
certificateKeystoreFile: iE1iEg42(fla0: conf/name.jks);
certificateKeystorePassword: i 5% 15 ;
certificateKeyAlias: iIF+3 744
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Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/7.0.29 N

A eEER | rERe

tommended Reading:

i =
EHRER Eurity Considerations HOW-TO
XTEHR AR T:

hager Application HOW-TO

« (MBI EAA R 5
Istering/Session Replication HOW-TO

* BRIEAER » EEEIERIERRE A,

RES:  ciie— Realms & AAA Examples
JDBC DataSources
fREE:  WoSizn Class 1 IV Server Ch

HEGAM 2014-5-30 B 2015530 i
Documentation

Enager webapp is Tomcat 7.0 Documentation
= .
EE RS 6) Tomcat 7.0 Configuration
5. xml
[ m= | Tomcat Wiki
i3 anager R . L
K 5
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a. MNEPMFNZ4EEM: https://bbs. wosign. com/thread—1284-1-1. html

b. & https TG HIHRREE R, SERRINITAENLZERRER, \ISH LU
$#2: https://bbs. wosign. com/thread—1667-1-1. html
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