Check Point

Check Point 0 7 38 SUAY

o~ 32 CloudGuard

W= =



Check Point 0 7 38 SUAY

H %

T IR bbbt 3
L PRI e 3
1.2 ZBEER BTE I oot 3

2 T FFFEE PTG T H it 4
2.1 BUFE VPCoeeeeet ettt 4
2.2 BUZE GAtEWAY ..cocviieeeeeececeeeteeetcte ettt ettt 5
2.3 BFE MaNagEmMENt cucuveeceieeeececeeeeeeeeet ettt 7
2.4 TEDUZEAI oot 7

3 AU T B BT KB oottt ettt 8
3.1 HIUEH MaANABEMENT ...ttt 8
3.2 HIUEHE MaNaEMENt c.eeeeeeceeeeee e 10
3.3 FEIFFEREZ] SMartConsole .....ccceeieeeeeeeeeeeeeeeeeeeeeeeeee e 14
3.4 7F Management FIE M Gateway ......ccceveveeeveeeeeicccececeececeeeeeeeeee e 15
R T L =R T 141 2 17
3.6 TIEETEEE oottt 19

3.7 ZZBETEM oo st er et e er s e eaann 21



Check Point
el

Check Point 0 7 38 SUAY

1 MEid

1.1 RN

Check_Point_CloudGuard $& AT LA 5G 1) B Bl 4 22 4= Ot . DU R R

R BRI, MRERES A 2R E MG 2 4. Eafla 24k
P

1)

2)

3)

4)

5)

B KBS« NARBPRSGE (1PS) iy 25 A1 B WX 48 H AR LRI 2 v IR 55 e i
AL ], IR BH 1

I FHRE P 3 1) 35 B BE L S FH AR P B 4B 4S5 (DoS) Wiy, IERY R A = s
YA

R sy nl sevEAZ s F P A F 2L A XOUE S 40 50 UE AN & BE XS (1) SSL =&z,
ER PR G = B E R G R U s o ST IR AN B R

SandBlast & H Ry & H AR R S F RS, BB S mE H d
b FDVE A 2 B At VA (1K) 48 v Ak 2 B o B — 45 ) 6 6 o A 22 4 AT
LR E SN, Gi— 2R EHE, IRFFTA A 30E 2 &5 — 80,
Lok AR B H Bl —FE, RBA o LIERBIRES R, ]
TER— U R PRI R o IX WA RS VR A 2 RN B R 24 I FH 30 224 28 531 ) R
¥

BAMHEIC RS Check Point %5 25 FIASHE M 8 B A s . H Bl M
5 IhRE. ATER = TAE IR E A L ey, DUREFE MBS = 4T
TR, MRS M R . B AR IR 2 B &
AT, WSRMEE ., HERS. Wi, FEARY, 2B A4
[ T R U 2 RS

1.2 ZEREREEEEMR

1)

2)
3)

VI SEF NI B B SR U0 2 #% CPU, WAFERAR 4G (BN RS 64 1 R
gt, B4 46 WA,

RBP4 FE S admin/admin, TERIIGIG T S B A B IB1E 04

77 i AU 2 AR A FIE SRS, BB A BRI 15 R
B, FELE R BT B Zh REFAR AT LLIE R W o U 1 2R B #%
B P R THRERIANBERE A o IR RRAS 75 B A SEAH L A VF o] 55



Check Point
el

Check Point 0 7 38 SUAY

2 WS EC B M2 5 AL

2.1 SJ% VPC

BRFEHIG, EHE VPN, B4 VPC M%K%
— B i - |

=5 ‘ (i ] SHEHASEERTEST, SN HeESHTR 3, 1 x
EREE

© =uREE (Vinual Pivate Cloud, EFFVC) EFSENSES HERMEER. T 5. EAlieess I, BESESEANP. FE. 4ETH. 8
A BELET, HMEFTUETESE. VPNSHTRVPC LEBSE. REZAEE.

I E SR, G vPC

EHES

5 v

EEUMEFEMIES. 10.0.0.0/8-24 (JEEF) 172.16.0.0/12-24 (B5) 102.168.0.0/16-24 (i3



Check Point
el

Check Point 0 7 38 SUAY

2.2 fI% gateway

ThE

HUBWEL

=lREEEsE

=i
| muezmes
i
=E=
ReEEEE

BETRIRSSE @

0 szesiEsECRESERAREH, SSENENOE

BE v

BR/D elFl

B EFRIEE M RS

sEEIEs!

PR

CPUZED

HHE

o B

*BEHE

BHREF

HHEER

c3xlarge.2

= e p=1

©)

%0 e — T .

VCPUS| | 4vCPUS - A=z | 8GE - | HEER
vorus [t S oru iz :ﬁé E wmgse @ T s

4vCPUs | BGB

Intel SkyLake 6151

. 1/3 Ghit/s
3.0GHz

500,000

[ T

WEET R, WFE gateway A



Check Point NI Vo
S s Check Point #4234 2 S0 R

copy_cn-north-1_checkpoint-ra040-gateway (100GB)

ERE EEESSD -

FE B AFEM B, DL N BT 2 Wt

R vpc-8b37(172.16.10.0/24) v [

subnet-8b69(172.16.10.0/24) v | C | FaoEpkit - 7 G ¥ . 55

rERE

() =mEE Q) AmEs © === @ ®miEs
CIRESEER . CheckPoint-Gateway [ ssr=g

EEEL
BrE
BILER [EEREE
- :
wEnE T ] “
Al SECHmAES (LaEess .

=&

TR D



Check Point NI Vo
S s Check Point #4234 2 S0 R

2.3 {i# Management

[EFEHHE EiR vk, )3 Managemen (JERE: fEAJ#E Management B 2%k £%

Management 5i1%, 1A /& Gateway HI451%). Management F T # Gateway.

24 H¥zreEd

IPithit EiEsE === k
o AKX ;
139.159.217... st U
= ML= ks
172.16.1055.. EnEs
MEVPC
x
Pl 172.16.10.55 -
== Sys-default (ASFITCR/22, 3380 | .. 6 * | C I
AFSELTCP/22, 3380| 7T - '
3 ny
NI 443 i1
BN || SR : —EE | AsEE: 4 EEEs
wiwo v @ £ st @ i B
== 1Pvd Sys-default (3 = Bw 55 B
TCP:22 1Pv4 0.0.0.0/0 ® Permit default Linux SSH port. B = e
TCP:443 IPva 0.0.0.0/0 ® =~ ol -/ S

TCP - 3389 IPvd 0.000/0 Permit default Windows remote desktop p. Bw | 515 e



Check Point 0 7 38 SUAY

3 HIgat K Hic B B K a

3.1 %44t Management

51| Gateway [ M HHEFW G 2%, DL Https://IP ¥ RFTIT, HEFHAST. KN
P LS o

. https://139.159.217.220 - I Q ==

1 @wxrre Esamn I srss

Z5 HInEENZEXE

Firefox I TIEIEEMN= S/, BEISEHEAE 139.159.217.220, EEpEltMiE, MEETREeEReIER
=B, BT, ERRFEE.

TR

B0 F—T1 (#5F) =

S PISETIEHIEEECASA, Firefox AREEHILNN, BSEBIIESER 139.159.217.220 7
=,

FiRAE: MOZILLA PKIX ERROR SELF SIGNED CERT

EEIEH

Bl F—T (#EF) | EENETTaE

FRUIK 7 %5 5 A 2 admin

o Thig system is for authorized use only.

Chg:ck Po'n—.!: Username: admin

Password: -“.“|




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

Bk JFRCE — TP A SIC RS, Pt ml DA—4.

IP b ANFHAR, =+

PLAAFKATBAE— N, PO ENLAZ — BARAEAN SR S 2 T

At Pnticalanm

Mesw Pasoward:

Confirm Password

CECTEE T

Activation Key:

Condigurs the Cais 05 paswaond for ussr " admin®

work Configun it —
Hest Mame
1Pud Addr fethil]

Subnet mas

Defaidt Cateway:

Configurations

[ Enable duster memoemnhig for thic gateway

Confirm Activation
Keyt

W
&

Aubomastcally downicad Sade Contracts end other important date [highy

Improvwve product esperience by serding daga to Check Point n

Pic B 58 i 72 X FE

Systam Overview

@ Overiew

2 & Metwark Managemens

Karne:

3 Kebwor Interfaces
L AR

o Fosts and DNS. System Uptime:

5 el Stebic Routes
¥ NetFiouw Expart

Softvare U pdates

2 8 Gystem Management

Check Point Security Gat

aX Elades AKX

-
1.00.0-693cpaBf 64 R Firewall
64-bit
3
4 hours 46 minutes

IPSec VPN

2 new recommended updstes

% s Atiacks Detected: 0

Application Centrel

URL Fiftering
[
Arti-Virus
£ Dispay Farmat Open Server o
¥ Session .
¥ Care Dump ™
! Network Configuraten ~R o

£ System Configarstion
#¥ Syztem Logging

B Narwark &
@ Host Ac

I1PvE Address

Link Status

Sttt
Gatewsy bs up to date, Database
wersbon: 1508291546, Package date:

Anti-Bot

@




Check Point NI Vo
S s Check Point #4234 2 S0 R

3.2 Y44t Management

ﬂ Thils systerm 2 For authorfied iise anhl

B|CheckPoint [
I Faczrord: -m

LOGIN =

Welcomea to the
Check Point First Time Configuration Wizard

Your're just a few steps away Irom using your systeml
Click Mext to configune your system.

Platform: Open Server

Mext = Cancel

I-n Cardinue with RE020 configuration I

Installaticn

[0 install freen Creck Polnt doud

T install from LISE ceice
GOy

i mmport exisling snapsnot ﬂ

Mext = Cancel




&=

Check Point NI Vo
S s Check Point #4234 2 S0 R

PN

Authentication Details B Check Point

Change the default administrator passeord:

Pasmword: FEREREEEE

Canfirm Passwond .-ulnunull -

It & strongly recammiended touse beth vppercase and lowercase characbers as
el a5 one of the following charecters in the passwornd: | B - =+

e e

[_ij Check Point

Installation Type

I 'ﬂll Eepurity Sabewsy sndfor Secwrity Mansgement

7 MlE-Domalm Server

‘f.:-'-.H'lEE|




&=

Check Point NI Vo
S s Check Point #4234 2 S0 R

Products

Prochects
Secunty Gatews
I [ securmy Management

|, Uit is = part of & cluster, yp= :{!Jster}:L »

Defing Sarudty Managemant s | Frimary 28

IF Autemabicslly dowrioed Slsde Confracks and other important dats thighly recommeanced)

@ For ricre information click here

BN T — B H B 5E K

First Time Configuration Wizard Summary

¥our device will be configuned with the following prodhucts:
Security Gatewmy

Security Management Pnmany Seodrnity Management

[ improve produrt exserkance by sending data o Chack Point
@ For moee information cick he




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

First Time Co

iguration Wizard Summary [} Check Point

Security Satewmy

Yourdedioe wilk beconfigured with the following prodiscts

Yes o

Ii aroye proguct-experkence by sencing gata lo-Ched Poim)
“ Fre ercere wrforemah oo click e

- -H-IEHI

S EIGL IR T B S E T WLEIRN gateway — REQ T

Viewmote: | Advanced
B Overien
i # Hetwark Mansgement

5 Hetwork In=riaces

&4 DHCF Server
& Hosts and DNS
% 19w Static Rewtes
&5 Netfiow Expart
G G Vanagement
4 Tire
& st
) Job Seneduler
& Wl Hotification
4 Prowy
G¥ 1omiseges
G Doy Farmet
A Semsion
8 Care Dump
4 system Cenfiguration
B System Logging
B Hetwark Acoess
B Camificme dunoring
@ ozt Aczess

Manage Software Blades using SmartConsale 13

Systern Ouerviaw AR Blades ~
Check Point Security Management | R80.30 8 Fiiewall

Kemak 2.10.0-69Fcpxdt 64

Edition: -1 ' IPSe< VPN

Buid Number 200

Systern Uptime: 5 luears 3 aminutes g ..

Sofware Updates: 3 new recommended updates

Agpplication Control

URL Filtering

ANT-VINS

Anti-Bot
Platfmn

Open Server Threat Emulation

Metwork Configuration X

Threat Extracticn

Limke Stamus



Check Poin NI Vo
S s Check Point #4234 2 S0 R

3.3 TFEIHEMi 2 SmartConsole

. i
Manage Sofiware Blades using SmartConsole [l AE e

Ax | Bage S
ment | 7803 Firgwall

ewmodel | Advanced

s
D Overaew

e 1.40.0-50F cpals B4
g PSsc VPN
200

System Uptime i Ivours 3 .

Sotmeare Lindazes: 3 mew rece ded updates

Application Control

URL Filtering

Platform

Open Server Threat Emulations

Network Configuration ~x

% M 1) BRI 223

Check Point
SmartConsole

® Welcome

Welcome to

SmartConsole”

[#/] I have read and agree to the Check Paint End User Licen

Install Directory: ~ C3\p rogram Files (xBENCheckPaint\SmartCansale\R30.20 Browse..

O =

ARG, i\ Management IP. U A FIBEAY, s s B B

- l o $ - admin

a secscseee
SmartConsole

4

F1Check Point




Check Point NI v
S s Check Point #4234 2 S0 R

Columns: &9 General - < B soipec Pactons s O stonitor | O Search. T

PU Usage mended Updates  Comments

Ohiject Catrgarics

& Mebwork Dbjeds

Sumisary

C'ﬁ gw-96f42d

IS I6E.ER Open server 222 Firewal
Gala
REO.20

Licence Status

Maragement

3.4 7E Management 371 Gateway

A Gateway Al Management RGiEIFHI, ATLLX BLE/E Management L3

Gateway

T

Updates  Commenis

C'ﬂ gw-0382b6

Pt i 2 17163057 Open server
Gala
RA030

Memeory: s




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

Name

quO3RbE 172164

B g blo!  1TZIGN
[

% == wE

C'ﬁ gw-0382b6

1P S5 - 17276
Gala
RB0.30

Platform:

Gerars! Fropartes
etk Managemant
NAT

HTTPS Inggoction
HTTP/HTTPS Prosy

71-ICAP Server
- Piatfom Fotal

Mei Trarsfer Agert

Open server / Appliance

Machne

1Pvd Aidrean

Feaaive from Neme

Cobor ||l Blacke

[l oymemc Adcress

1PvE it

Conmerd

Secune beemal Conmunearn: [ Unreid

Icu'mm:mm I

Platform

Hariware: | Dpan server | Vernon: |ABBI0

Netwark Secuty (1) Management [0)

Aizaes Conbel
A Frsa
[ iPsecvrr

Fefry Sevm
] Meckie seerss
[ fopicalin Caniid
] URL Fiteing
[ idertily weaienss
[ Contert dwaieress

Sandfizs
[ Thuest Emnlalian
[] Thieat Exraciin
Theaa! Praverkion:
C1ips

[l ftetict

[ Atz

B} SandBlast Threat Emulation

TRFEaE EMUIITION Erevents unknown, o
By espauting cuspicious files in the mdus

Atteancad Nalkotng & Cusa g
O 0jramc Aouting

O Secustd

oS

[IMantering

Other

[I0ata Lass Frevenion

[ &rkSpam i Emed Secuiy

-0y 304 34ANCE PONTITPNIC ATIACKS
= anfy suasian-recistant sandBax

Carcel

Authentication ©

One-time password:

Confim onetime password:

Trusted Communication Initiation

BN AN ERSICERS

Certificate state:  Uninitialized

e vPHE

o mRRE

ue B
W=z

© pfiawE

R usercneos 25
G 7




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

3.5 HACHE Gateway

e B 2 11 N 5 PR 1 i k75 4 9 2 e
ik EJE Fw SRIBURZ 82 15 B L b

Summary

C'a gateway-1

1P Address: 1521681253

Asz=sz Cantrol . Standard

1442019 10:39 PM

Gaia
Varsion, REOZ0

License Stetus:

Status  Mame

General
Qos

Advanced

Leads To:

Security Zone:

HITRAHTTES Prowy

- Mai Trandfer faert

 Logs
Optrizelions

-t Caum

i Cther

Oipen ser

TriSNEMOIE 192185

CPLE -
Memory: sl

Version  Active Blades

This Metwerk (Internal) &

Hone

licerse Status:

SEVETIEE: P

Duarriae

urity Zome
 User defined
Specily Sevunty Zone

According 1 tpaloay: ImernalZans &

$poofing
erform Anti-sponfing based on interfsce iopalogy

Anii-Sponfing action isset to | Pravent

of Tracking:

Cance|




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

Active Blades.

T geteway 1921681263 ASDZ0

Summary

C'B gateway-1

1Ped Addresa: 192.168.1.253
Standard

314/ 2019 139 PM

Acceys Control Poll

Status  Mame

Active Blsdes

General
P 139,196,162

Bdvancad

Internet {External)
MNene
Disabled

= pE e

Hardware

Dpen sere

Open ser

- Genersl Fropates
1 Retwnts Managemen
Symam Bacup
WPH Davmain
i Py
o AT
i HTTPS hipedtion
HTTPSHTTPS Frowy

Pai Trangfer Agarl
Logs

Cpbmzehons

e Couni

5 Getreafaces. = % Edt [ Asera- @ Q

This network  192.1831.253:24

sl Ertemal 135,758 1.52,24

Get Topology Results

casidly

e o farthe given machine.
3 resicie berind o

IEwd hddeens
LA 16 1 25T
130166 1.92

iriedece am b shown here

TPVE Rebunal: 306 aidirenx
BE6 0GR WA

BEE TS ZEED WR

General Propetties
Hetuorkc Maragemene

I TTFS wapaction
FHTTPS Prany

AP Sarver

laifiom Portal

Mal Trarmer Agert.

o

Azcording to topol

Anti-Spoofing

hiz Network [Internal)

Specify Security Zone

ExternalZone #

D—‘?n'm And-Speating based an inssrfacs topalagy

Caneal




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

3.6 o BIRS

S
1@ teo P

& Inspecticn

8 VPN Commurities

4 Updates

Hia TS
B VPN

0

R UserCheck

summary

& Met 17176
Autamatic Cererated Ruls:

Automalic Genstated Rules

Automatic Gensrated Rul

3

2 gt ey

R gatewny1

o galeway-|

P _default D

Services b Apphations  Action

i goteway- (1.
[ —
W gty

E gatenay 1

domain-udp (D

demain-udp (UDR/S3,

TCRI25)

B cateway-1 11 s OCPIZS)

* Ay

ieanup nile
Cieanup il
anup mle
imaru rubs
Cleanug rule

Cleanup rute

Standard
Stans

Standard
Standerg
Standerd

slangarg

B HE

Irstall On

doman-iL.
domain-.
damain-u

domain-u.

admin




Check Point NI Vo
S s Check Point #4234 2 S0 R

172.16.20.0

HE s

originai

+ Automatic Genersted Rules :
P detault

3 & CP_defaull
Manual Lower Rule: -1 _ R userchees 25

G =

admin

1 Mot 17216 " 05 = Original
Autamatic Generxted Rules:
Automatic Generated Aulzs | Machine Hide MAT (.
Automatic Generated * Address Range Static N
Automatic Gensrated Rules : Metwerk St
: Address Range H
o tletwerk
- (D) st
=
ans

L P default L CPdefaul Offic ¥ Any
€P_default 0. y # Any

ararial Loveer Rules (5500

Fumzz

HEATS
2 VPNIE
LBl

R UserCheck




Check Point

EOFTWARE TECHNOLOGIES LTD,

Check Point 0 7 38 SUAY

3.7 ARG

AETS
5 VPN
) B
R UserCheck

]!l Standard

- s EERE

& €3 gw_bD01

i 172.16.10.56 | fE%: RE0.30

© ==mn @ SE0s

Z, VAR E R .




