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Tue Sep 24 14:41:00 2019 kern. notice kernel: [ 0.000000] Linux version 4.14.95 (fan@ubuntu) (gec version 7.3.0 (OpenWrt GCC 7.3.0 r7676-cddd7bdc77)) #0 Wed Jan 30 12:21:02 2019
Tue Sep 24 14:41:00 2019 kern. info kernel: 000000] Board has DDR2

Tue Sep 24 14:41:00 2019 kern. info kernel: 000000] Analog PMU set to hw control

Tue Sep 24 14:41:00 2019 kern. info kernel: 000000] Digital PMU set to hw control

Tue Sep 24 14:41:00 2019 kern. info kernel 000000] Sof Type: MediaTek MT7628AN ver:1 eco:2

Tue Sep 24 14:41:00 2019 kern. info kernel 000000] bootconsole [early0] enabled

Tue Sep 24 14:41:00 2019 kern. info 000000] CPUD revision is: 00019655 (MIPS 24KEc)

Tue Sep 24 14:41:00 2019 kern. info 000000] MIPS: machine is WRTnode2P

Tue Sep 24 14:41:00 2019 kern. info 000000] Determined physical RAM map

Tue Sep 24 14:41:00 2019 kern. info 000000] memory: 08000000 @ 00000000 (usable)

Tue Sep 24 14:41:00 2019 kern. info 000000] Initrd not found or empty — disabling initrd

Tue Sep 24 14:41:00 2019 kern. warn kernel: 000000] Primary instruction cache 64kB, VIPT, 4-way, linesize 32 bytes

Tue Sep 24 14:41:00 2019 kern. warn kernel: 000000] Primary data cache 32kB, 4—way, PIPT, no aliases, linesize 32 bytes

Tue Sep 24 14:41:00 2019 kern. info 000000] Zone ranges

Tue Sep 24 14:41:00 2019 kern. info 000000] Normal  [mem 0x0000000000000000-0x0000000007£E£FEE]

Tue Sep 24 14:41:00 2019 kern. info 000000] Movable zone start for each node

Tue Sep 24 14:41:00 2019 kern. info 000000] Early memory node ranges

Tue Sep 24 14:41:00 2019 kern. info 000000] node O: [mem 0x000000000D000000-0x0000000007££FEEE]

Tue Sep 24 14:41:00 2019 kern. info kernel: 000000] Initmem setup node 0 [mem 0x0000000000000000-0x0000000007£EEEEE]

Tue Sep 24 14:41:00 2019 kern. debug kernel: [ 0.000000] On node O totalpages: 32768

Tue Sep 24 14:41:00 2019 kern. debug kernel: [ 0.000000] free_ares_init_node: node 0, pzdat 80461e10, node_mem_map 51000040

Tue Sep 24 14:41:00 2019 kern. debug kernel: [ 0.000000] Normal zone: 256 pages used for memmap
s
[

000000000000 DO0000

Tue Sep 24 14:41:00 2019 kern. debug kernel 0.000000] Normal zome: O pages reserved

Tue Sep 24 14:41:00 2019 kern. debug kernel 0.000000]  Normal zome: 32768 pages, LIFO batch:7

Tue Sep 24 14:41:00 2019 kern notice kernel: [ 0.000000] random: get_random_bytes called from start_kernel+0x8c/0x474 with crng_init=0
Tue Sep 24 14:41:00 2019 kern. debug kernel: [ 0.000000] pepu-slloc: sO r0 d32768 u32768 alloc=1%32768

Tue Sep 24 14:41:00 2019 kern. debug kernel: [ 0.000000] pepu—alloc: [0] O

Tue Sep 24 14:41:00 2019 kern. info kernel: [ 0.000000] Built 1 zonelists, mobility grouping on. Total pages: 32512

Tue Sep 24 14:41:00 2019 kern.notice kernel: [ 0.000000] Kernel command line: console=ttyS0, 115200 rootfstype=squashfs, j£fs2

Tue Sep 24 14:41:00 2019 kern. info kernel: [ .000000] PID hash table entries: 512 (order: -1, 2048 bytes)

Tue Sep 24 14:41:00 2019 kern. info kernel: [ .000000] Dentry cache hash table entries: 16384 (order: 4, 65536 bytes)

Tue Sep 24 14:41:00 2019 kern. info kernel: [ 000000] Inode—cache hash table entries: 8192 (order: 3, 32768 bytes)

Tue Sep 24 14:41:00 2019 kern. info kernel: [ 000000] Writing ErrCtl register=00031510
[
[
[

Tue Sep 24 14:41:00 2019 kern. info kernel: .000000] Readback ErrCtl register=00031510
Tue Sep 24 14:41:00 2019 kern. info kernel: .000000] Memory: 124972K/131072K available (3482K kernel code, 177K rwdata, 832K rodata, 172K init, 201K bss, 6100K reserved, OK cma—reserved)
Tue Sep 24 14:41:00 2019 kern. info kernel: 000000] SLUB: HWalign=32, Order=0-3, MinObjects=0, CPUs=1, Nodes=1
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iptables 18 ABERREXMN. AINANES, ENNZFEMNNE FE, FEM RGN

,
3.3 R3S

RSB REST—EESRINE, —MREAERITEE.
3.31 #7& DNS

o7& DNS Fsk48E WAN ORIRR IP BR—PEE. A8 WAN OfY IP BAZK, &

BRI WAN O 1P F—3Ihz, 20E 18 fir.

EFRE BREE tHSERE BEEEsR

2R

1P HBAHERR ® |pva4 stk
1Pv6 Sttt

DDNS BREIRER [IPv4] dyn.com

wme yourhost.example.com

Bre

3]

= —

A HTTPS

18 =7 DNS
A P &: (FERSEHEEMIERE
RRE: (RERSEHEEEMITIENES
FENR/MRE: BHERIES
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3.32 HBO¥ MQTT &Rl (BROBLEEZH)

BONASEEONSIEAZIRSSS, SERSH[CLELZISEO, WE 19 fim.

Basic Configuration Serial Configuration Networking Configuration

Pay— =
Device ID 12345678
Sim Number 13500001234
Heartbeat Interval (s) 60
Heartbeat Content FE
MaxDatalen 1000
DataWaitTime 300
ReDialTime 60
MQTT_BrokerAddress 192.168.1.1
MQTT_BrokerPort 1883
MQTT_UserName admin
MQTT_Password =~ === :
MQTT_Topic topic/gos1
1 v

MQTT_Qos (qos)

19 =HBO% MOTT &ifl

AT BRISRFRYBRATERINE 20 Fis. (BUAZ 9600)

Basic Configuration Serial Configuration

Baudrate (ps)

Networking Configuration

57600 v
[110 I

Databit 300

600
1200

Odd-Even Check

2400
43800

Stopbit G600

119200

38400

| 115200 |
| 230400

20 STISRYBSER

iR L BUBRRES8 . 7. 6. 51, BUAR 8L

£ Ik fi: FIE 2467, 1 FEMNEE, AR 1L

TERLE: REETRE, Fe, B, ARTRE.

MR B R ERCUAE— R, I T RIIE R AT A,

16



< HEEPHN SIWR-M10-4G 8 T b T4 2% En a8 {3 15 AR 5

3.4 VPN

VPN AkeIZ—FREUTHEE, mXFEEL, #ERINER, LUREEIENR2E

ig, AIEIEE VPN R4S PPTP, L2TP, IPSec, OpenVpn,

3.41 PPTP

PPTP AIECENEFim, =& "FFE" . WERA PPTP EFmINEE, & 21,22 Fizw.

—RRBCE
ETSE  BREE USRS
7 T8 18 pptp-Tvpn

{Z14: 0 B (0 2488
&ix: 0 B (0 £4E8)

iy PP Y
VPN jBSEs ahwh.wdnodes.com

PAP/CHAP BFR&

pAp/CHAp :_:E ooooooooooooo

21 PPTP —3RE
— R

EFAE  mRAE | USRS
VSIS
ERASH PG ER ¥

it

ERBHARE
ERNwESE] DNS RS T
LCP miiERE O

LCP 1BRYE)FE
mngs 0

g MTU 1410

22 PPTP BEERE
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BRS3ESitlik: 15E PPTP ARSSimAGLtElt, ®ILAZ IP bk, tBRJLAREE.
B P &: IRSHREENEFE.
F 8 IRSSEIEHAERS.

RIARIK: 120, WELL ppp0 EIE—FREVARHE, FrBREIRSSEXREE.
3.42 L2TP

L2TP EIEE NS, Mk T, NS L2TP ErusIee.
—pEE

E+gE mhuE [EEEE

-

= 528 12tp-Tvpn
[EI4: 0 B (0 2HEE)
#iz: 0 B (0 #450)
il L2TP J

L2TP fREEE
PAP/CHAP FIFP%&

PAP/CHAP =13 =)

23 L2TP —f&ficE

—RRECE
EFGE SREE  BuEss

FHE=mHST b
ERARER IPve 12 Cal

SEEIEERE

mm
&) 5,_|‘| II:I
4

ERER IPve bk

EREHAF=

s

ERM=ES 0

ERAMAImESEY DNS fRESEE U4

=ig MTU 1500

24 L2TP S4RfEcE
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BRSSEEithill: 5 L2TP IRSSumAUMELE, BTLAR IP Hullk, tBeJLARiEA.

B P &: IRSHREENEFE.
F 8 IRSSEIEHAERS.
RIARIK: 120, WELL ppp0 EIE—FREVARHE, FrBREIRSSEXREE.

3.5 MEEIgE

RETHKETHEFE TEBRENNSA: WAN, LAN, Tk #SEEEFREN, £
BRAKREMBERSEH,

3.51 WAN[O

WAN [O3EEIssiE DHCP. &3, IP. PPPoE. UMTS/GPRS/EV-DO iz,
R RBEOELR, a1y | BESEXNESH, FelLASCIhER.
¥ - WAN

—HRFECE
ETRE BREE RS
wE& * 8 3g-wan

}2U4: 0 B (0 uEE)
&i%: 0 B (0 ZGEH)

723078 UMTS/GPRS/EV-DO =
FsREEaE - EEE- .
BE®m - EHEE-
APN
PIN

PAP/CHAP BR£&

PAP/CHAP =73

0
1

*g9***1#

l

e

J
]

25 WAN O&&

19



< HEEPHN SIWR-M10-4G 4 T A T 44 e 28 5 F 5 B 5
BRS32EBY: IERURMLRREL,

APN: iZE/HY apn, AREINIZEREAREHY apn,

hE®NZE cmnet, FEENERZ 3gnet, FEE(SRE ctnet,

ERMRESE—NEIIN apn, TR, HZERREH, BARRY apn SEEILISEIZE
=,

MNFEBRIEIER, XMETLIAZ,

BEBRT, REBFASHET, BHSEEHERREERN apn,

HIZEHBEERFEN APN 2%, WIRRIZE[ER APN SHEE.

PIN: SIM =RY PIN 515185/, LUER SIM REEHE,

PAP/CHAP BF&: EN-R~ITHFZEHMARFS, HERIALIAZ PAP/CHAP,

#h3: TN RERERAED, HEREELIAZ,

SERANRIFENR,

RSS9 FNEAMEREIN RIS SHE.

INIEREBY: MNRBEAFE, BiE, FEEEAIEERE,

PAP 2BA3AIE, CHAP Z2#EFIAIL.
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3.52 LANO

SIWR-M10-4G 8 8S T\l T2k 3% Fh 285 ik B

LAN OS2 TR Bk A B IR fasHY P, DHCP BRSSRIRSAT, LURSEL 1P ks
&

BEME N
[0 - LAN

—ARfcE

ETRE FERRE 2 2ERE [RdERE

C- OC:EF:AF:CFE1:82
4:2.13 MB (13801 &HEE)
18 MB (18429 #nEt)
Pud: 192.168.99.1/24
|PvE: fdd8:c0ec:Bd29:1 /60
Y =i v
Pva dmiE  192.168.99.1
IPvd e 255.7255.255.0 o
IPvd 3
IPv4 &
ERSE YL DNS REE o

26 LAN OFE
Y EE/ossEibit
IPv4 ititik: EFCE LAN CRGitbiE
IPv4 FRIEE: LAN COithtAoHse
IPv4 RIX: 358 T—BRESEMIX
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DHCP fRS3E8FREAE 27 Fizr.

DHCP fR$Es8
EFLE  SHEE PGS
REEHED
mm 100
=t 150
s 12

[ 27 DHCP BRS3
XH DHCP: mExid DHCP BRSSES,
F  $a: oY DHCP iRSSEsATRELAMEIE, tban 100, AERM 192.168.1.100 FFia5
Bc.
B R 8 aoER P ik, SBRFREINIEFEAEEY 250 .
tHARSE): S5ECRY IP RYBTIEHSIE,

3.53 FE&(WiFi BHES)

FTERBIMERRARIRERER SSID, TIFE(, ZEFSH, FRNRREREREAR
EREESEL.
HENTCEUHESS, W& 28 Fis, mdESEIATENRERIEREE S,

= |
ToE R
Genaric MACB0211 802 11ban = T
& radiod Generic MAC80211 802.11bg ( o g _—
i B 11 (2462 GH2) | {552 7 Mbit/s i B
S5ID: OpenWrt_OAEQ | #55%: Master — —
L] BSSID 4D:D6:3C2COAED | 11 mixed WPA/WPA2 PSK (CCMP) - =2 Q)

28 FoLHUR
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TEMEFX: =E" 7= " BRE WIiFi I8,

FLLIE: BOA 20 dBm (100 mW), INREAXESHE, (CHiEET.
(F8: 5 1~13 (58, BARBs, EERLIBmHEL,

suzs: 20 MHz, 40 MHz B]i&%, EAA 20MHz,

hNEs: SNk 29 Fs/ LApDEEsRE,

WPA-PSKMWPAZ-PSK Mixed Mode

[ No Encryption

WEP FRiT .25
WEP Z==48
WPA-PSK
WPA2-PSK

WPAPSKIWPAZPSK Mixed Mode |

29 TSR WIFi INEsss

B BREERMAXNESL, JeeEL, BBeE 8 i
B3t SSID: e SSID MBFEAREIXA SSID, FEFIWMAXA SSID #HiT

EE.
3.54 ESIEH

ARG FH PSRN INRS FHARIN, 2N 30 A,
BEERE

8875 IPv4 BRH

#=0 BiF 1Pv4 FRIEES 1Pv4 FI% 25515 MTU FREER
L 1P RIS MBHRE NS

E 30 EFFSIREH
#O: BEEEW—MEROBINEA.
BiR: sJLAEEN 1P, a2 TR,
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IPv4 FRI$ERS: BirAFMEes, NRBIREEN, FREEAIZE 255.255.255.255.
IPv4 fI3%: T—BkRIScibil, 33, XMEUEAIZERNAR, BRI,

3.55 RILZiZkR

Y#%F ping/traceroute/dnslookup X=FMANAIMLZIZHT, B 31 Fix.
ping/traceroute S EILAR—MNER, BB 22— 1P BRAKRIZENEERHEL.
Dnslookup FIREENT—MEZ.

31 MILEICHR

3.6 RREM

3.61 E&

REREIWE 32 s, BRRERFNENE, 6. BEMESFSH.
FNR: FEERHFAENSR, BOAZ router,
B K: EEERFRINX, BAZ ETC/GMT+8,

AolEM

HE+2E HE Esf5aE

At a] Tue Sep 24 15:27:32 2019 | EEqEEata )

FilE= SmartWSN

B UTC

32 RREBHEPFRE
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i85 EEEREFREIES, BARTX

ATEEBEFE RTC, NTP, %0E 33 Fizx; RTC g[S, FEASESLK; NTP EEEE
F NTP fR35e8, =EENRIEE, WG, MEAREF. (B2 NTP BfE&tt RTC B,
ZAA RTC A, FBRPRILRIBESSEE NTP AYE,

AfiRIELE
BH NTP &7 v

{EA NTP RS EEEES

{Zi% NTP [BEE 0.openwrt. pool.ntp.org £ x)
1.openwrt.pool.ntp. org (=)

2.openwrt. pool.ntp. org (%)
3. openwrt. pool.ntp. org :
33 WEEFP
SIRETEXRARERFNATRMESE, WE 34 fir.
A5EE
ETEE HFE EElRE
EEBTEARAN B4
wEmEERSEmE 0000
R RETRESERD 514
SRR REHTRSSEU UDP v
EEeREE s ftmplsystem.log
BHECRES B v
Cron BEERE = -

34 ZE%Hic
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RFRETERXKD: IBEATUFRIKRN, BOAR 64KB &KX 2048KB
i=tE log BESSHR: FEEHSMRSS=RAT P steht

i=tE log BRSSO ISEATRSH/IRA, BAR 514
HECHRFR: Bengsimbgsla A, B8R, &=, "FEF, "#HR

mtEiR , B, "ER, RIMOXEBIE, KIS, mBrETED,
3.62 EIEN

FEARIENEEH=RAIERS, WE 35 Fs.

A

=5

BWAES

35 ERE
® B EEFEELRIED
IRIAEERD: FMRRISHAIED
INREBSHAEBA—H, WENEBRRW
SNR—H, WEpT), RESEMEISIE, IHrEFMmARRRSEG
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3.63 SH/AE

=in:
BRI LISHEABNLNEIES, BUIRESIHRE, WE 36 Ak,

=D

EE

36 &in
TEHSB: =& "ERE0", £E/R— "backup-PS-WiFi-2019-**-** tar.gz" BLEX
%
WMERHNE: /E "PUTEMN" | SEE— "HARGRTEEN BHAE, =

" HE" FekEHIRE, WME 37 .

E

-

IEERE = 'r\ HTEE /:'

e | R | R

37 k&
WERHIRER, EULUBREFENERESAZIEHEE, REDLERIES.
WEEE: ~f SR, ERMENEHERENH, RELEEh. SFE— '’
MERE" BIFIME, TR "RE FRRSERARE.
FHE:
FHREEHERZ AT, SUHHA T EARNES, REXHRF ERNRE . IRFHRAEH LS,
gNSREEERO, ML, M u-boot FHREIH,
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FEERE: FHREHE, RREEFSE.
B <t "SR, ISR RNEE . /E RISEY S EEEESUEE
HEE=, 20E 38 A,

RISFTEIE

FERE )

Eiees | S | SRS
38 FH&&
3.64 EF

XN REMEERXERIRE, WE 39 Fim.

ES)=

ERTEE INER

TE —EREENESSEEEREE!

HITERS

39 ER
R "PUTER", S8E— "ERNEEERIME", &R "HE" FRMTER.
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3.65 ERER

SIWR-M10-4G 8 8S T\l T2k 3% Fh 285 ik B

JLRBREENER. &F "BA", JEEXEERE/EMHER, RESERIE
EER, WNE 40 Fi.

ERER

=t 3=

40 EHER
3.66 itENESS
AL RIEHUTIREAMES, E 41 Fir.
HHINES
=)

41 iEES
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